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TRANSITION REQUIREMENTS




Transition of Information security, cybersecurity and privacy protection — Requirements for bodies providing audit and certification of privacy information management systems



1. Introduction and Scope 

The standard ISO/IEC 27706:2025 Information security, cybersecurity and privacy protection — Requirements for bodies providing audit and certification of privacy information management systems was published on 31 October 2025. This edition of ISO/IEC 27706 replaces ISO/IEC TS 27006-2:2021.

A transition period of 2 years has been agreed from the date of publication for accredited bodies to review the requirements and bring their operations and processes in line with the requirements of the new standard.  Consequently, UKAS will require all of its accredited bodies operating under this standard to have demonstrated conformity and transitioned to the new standard by 31 October 2027.


2. Objective

This document is aimed at providing all UKAS accredited bodies with details of the transition processes which will be implemented by UKAS and the information they will need to supply to assist this process.


3. UKAS requirements for accredited bodies for the transition to ISO/IEC 27706:2025 Information security, cybersecurity and privacy protection — Requirements for bodies providing audit and certification of privacy information management systems

A. Accredited certification bodies who are currently accredited to ISO/IEC 27701:2019 (in accordance with ISO/IEC TS 27006-2:2021) are advised to review the new standard, conduct a gap analysis and establish a transition plan to incorporate the required changes (where applicable) into their management system. Certification bodies are required to document their gap analysis and transition plan, submitting a copy to UKAS by 31 December 2026 through the UKAS portal. This information should be submitted using the attached template (Annex 1) and any relevant supporting documentation (clearly indexed using the table in Annex 1). 

B. The UKAS transition process will consist of the following assessment stages: 

· Desktop assessment of the CAB’s submission of a detailed gap analysis and evidence of full implementation of the revised requirements of ISO/IEC 27706:2025.


NOTE: Additional time and effort may be required during the transition process, for example for the review of the Gap Analysis. Any additional time and effort will be quoted in advance of the activity taking place. 

C. Mandatory Improvement Actions (IARs) which are raised against the new standard will need to be cleared prior to the grant of accreditation. Where verification of the effectiveness of the corrective actions is deemed necessary further on-site activity may be required. 

D. If the accredited body fails to demonstrate conformity to ISO/IEC 27706:2025 and/or clear those improvements actions raised before the transition deadline, the body shall be suspended for a maximum of 6 months. If the body fails to address those actions required to complete the transition process within this timeframe, this will result in the withdrawal of accreditation for ISO/IEC 27701:2019 (in accordance with ISO/IEC TS 27006-2:2021).


4. New Applications/Extensions to Scope: 

A. All new applications/extensions to scope received after 30 April 2026 shall be assessed against ISO/IEC 27706:2025

B. For existing applicants, assessments which are scheduled to take place after        31 July 2026 shall be against ISO/IEC 27706:2025

5. Validity of ISO/IEC 27701:2019 (in accordance with ISO/IEC TS 27006-2:2021)

ISO/IEC 27701:2019 (in accordance with ISO/IEC TS 27006-2:2021) ceases to be valid as of 01 November 2028.


6. Projected Timetable

The timetable detailed in the technical Bulletin issued on the 18th of March 2026 is based on current knowledge with regard to the issue status of ISO/IEC 27706:2025.  Please note that should dates or actions change UKAS will provide updates via the Technical Bulletins posted on the UKAS website www.ukas.com 
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Instructions for Using the Template

For Certification Bodies:

This template identifies the clauses of ISO/IEC 27706:2025 and provides UKAS’ opinion on the broad extent of any changes in requirements from ISO/IEC TS 27006-2:2021. Details of the actual changes are not provided and as such the certification body will need to use this template in conjunction with copies of ISO/IEC 27706:2025 and ISO/IEC TS 27006-2:2021.

It is the responsibility of the certification body to identify the changes between the standards, determine the impact of these on its systems, and then make and implement any required alterations as necessary. Details of alterations made to systems should be recorded in this template and the completed template provided to UKAS (as an MS Word document) by the 31 December 2026. The submission of the template should be supported by documentation demonstrating how new or changed requirements are met. Effective implementation will be assessed at the site visit. If the certification body considers that it currently meets a changed requirement and does not need to make changes to its system, then this should be stated in the template. 

The information provided to UKAS should be more than just a reference to the documented procedure and should explain what has been changed and actions taken by the certification body. Examples of expected level of information expected from the certification body for major and minor changes are provided below:








	ISO/IEC TS 27006-2:2021
	ISO/IEC 27706:2025
	EXTENT OF CHANGE 
	TO BE COMPLETED BY CERTIFICATION BODY 
	TO BE COMPLETED BY UKAS ASSESSORS 

	CLAUSE 
	RELATED CLAUSE(S) 
	
	CHANGES MADE & DOCUMENTATION SUPPLIED 
	COMMENTS ON COMPLIANCE & REF TO FINDINGS 

	5.1.5
	Training
(example)
	6.2.2a


8.1.3
	Personnel: competence
 
Management system awareness
	Minor 
	Policy and procedure to specify requirements for training and re-training covered in QM-1001 pages 6-7. Training requirements for each role are listed. Situations in which re-training is needed (e.g. post-maternity leave) are documented.

All trainers and section managers have been made aware of and given an update on the changes (see document XYZ-001 attached)
	Comments:

	4.14.5
	Internal audit
	8.8.3
	Internal audits
	Major

	Service activities, recent NCs and complaints and last year’s audit schedule have been reviewed. New audit schedule written, taking into consideration risks identified during the review.
Plan in place to update audit checklists to include ISO/IEC 27706:2025 clauses and appropriate questions.
Audit schedule and recently completed audit provided as evidence (doc references XXX and YYY)
	 


 







 
For UKAS Assessors:

After reviewing the information and documentation supplied by the certification body and completing the assessment to confirm appropriate implementation, you should place your comments regarding the certification body’s conformity with the new requirements in this template, which forms the report for the transition. The level of comments provided should be similar to that provided in an assessment report. If any findings are raised relating to new or changed requirements these should be recorded in the IAR as normal but then cross-referenced in this template.

An Executive Summary and Recommendation on transition of accreditation to ISO/IEC 27706:2025 shall be included at the end of this template.

Key - Extent of Change:

· No Change– Requirement has been taken across with no change
· Structural– Requirement remains the same but is under a new clause number
· Minor– Wording of the requirement has changed but overall intent is consistent
· Major– Changes will require the CAB to implement new or change existing practice
· New– New requirement(s)/concept(s) not in previous version of the standard


Annex 1

Gap Analysis and Transition Plan 


	Name of Organisation
	Click here to enter text

	Accreditation Number
	Click here to enter text

	Date of Submission
	Select a date from the calendar



GAP ANALYSIS

	CLAUSE
	ISO/IEC
	CLAUSE
	ISO/IEC
	EXTENT OF CHANGE
	DETAILS OF CHANGES WITHIN YOUR MANAGEMENT SYSTEM WHICH HAVE/WILL BE TAKEN TO ADDRESS CHANGES
	UKAS COMMENTS REGARDING INFORMATION SUPPLIED INCLUDING REFERENCE TO ANY IARS RAISED

	
	Forward 
	
	Forward 
	
	
	

	
	Introduction 
	
	Introduction 
	
	
	

	1.
	Scope 
	1.
	Scope 
	Major
	
	

	2.
	Normative references
	2.
	Normative references 
	Major 
	
	

	3.
	Terms & Definitions
	3.
	Terms & Definitions
	Major 
	
	

	4.
	Principles
	4.
	Principles
	Minor
	
	

	5.
	General requirements
	5.
	General requirements
	
	
	

	5.1
	Legal and contractual matters
	5.1
	Legal and contractual matters
	Minor
	
	

	5.2
	Management of impartiality
	5.2
	Management of impartiality
	Structural
	
	

	
	
	5.2.1
	General considerations
	New
	
	

	
	
	5.2.2
	Conflict of interest
	Minor
	
	

	5.3
	Liability and financing
	5.3
	Liability and financing
	Minor
	
	

	6.
	Structural
	6.
	Structural
	Minor
	
	

	7.
	Resource requirements
	7.
	Resource requirements
	
	
	

	7.1 
	Competence of personnel
	7.1 
	Competence of personnel
	Minor
	
	

	7.1.1
	General considerations
	7.1.1
	General considerations
	Minor
	
	

	7.1.2
	Determination of competence criteria
	7.1.2
	Determination of competence criteria
	
	
	

	7.1.2.1
	Competence requirements for PIMS auditing
	7.1.2.1
	General
	Structural
	
	

	7.1.2.1.1
	Multiple clauses
	
	
	Structural
	
	

	7.1.2.1.2
	Collectively, the members of the audit team shall have knowledge of
	7.1.2.2
	Generic competence requirements
	Structural
	
	

	7.1.2.2
	Competence requirements for reviewing audit reports and making
	7.1.3.1
	General
	Minor
	
	

	7.2
	Personnel involved in the certification activities
	
	
	Structural
	
	

	7.2.1
	Demonstration of auditor knowledge
	
	
	Structural
	
	

	7.2.2
	Selecting auditors
	7.1.3
	Evaluation processes
	Structural
	
	

	
	
	7.1.3.1
	General
	Minor
	
	

	
	
	7.1.3.2
	Evaluating auditors
	Major
	
	

	
	
	7.1.3.3
	Selecting auditors
	Major
	
	

	
	
	7.1.3.4
	Selecting technical experts
	Major
	
	

	
	
	7.1.4
	Other considerations
	Minor
	
	

	
	
	7.2
	Personnel involved in the certification activities
	Minor
	
	

	7.3
	Use of individual external auditors and external technical experts
	7.3
	Use of individual auditors and external technical experts
	Minor
	
	

	7.4
	Personnel records
	7.4
	Personnel records
	Minor
	
	

	7.5
	Outsourcing
	7.5
	Outsourcing
	Minor
	
	

	8.
	Information requirements
	8.
	Information requirements
	
	
	

	8.1 
	Public information
	8.1 
	Public information
	Minor
	
	

	8.2
	Certification documents
	8.2
	Certification documents
	Minor
	
	

	8.2.1
	Certification documents
	8.2.2
	PIMS certification documents
	Minor/New
	
	

	8.3
	Reference to certification and use of marks
	8.3
	Reference to certification and use of marks
	Minor
	
	

	8.4
	Confidentiality
	8.4
	Confidentiality
	
	
	

	
	
	8.4.1
	General
	Minor
	
	

	
	
	8.4.2 
	Access to organizational records
	New
	
	

	8.5
	Information exchange between a certification body and its clients
	8.5
	Information exchange between a certification body and its clients
	Minor
	
	

	9.
	Process requirements
	9. 
	Process requirements
	
	
	

	9.1
	Pre-certification activities
	9.1
	Pre-certification activities
	
	
	

	9.1.1
	Application
	9.1.1
	Application
	Minor
	
	

	
	
	9.1.1.1
	General
	Minor
	
	

	
	
	9.1.1.2
	Application readiness
	New
	
	

	9.1.2
	Application review
	9.1.2
	Application review
	Minor
	
	

	9.1.3
	Audit programme
	9.1.3
	Audit programme
	
	
	

	
	
	9.1.3.1
	General
	Minor
	
	

	9.1.3.1.1
	Scope of certification
	
	
	
	
	

	9.1.3.1.2
	Specific elements of the PIMS audit
	
	
	Structural
	
	

	9.1.3.2
	Certification audit criteria
	9.1.3.2
	PIMS Controls
	Minor
	
	

	9.1.4
	Determining audit time
	9.1.4
	Determining audit time
	New/Structural
	
	

	
	
	9.1.4.2
	Audit time
	New/Structural
	
	

	9.1.5
	Multi-site sampling
	
	
	Structural
	
	

	9.1.6
	Multiple management systems
	
	
	
	
	

	9.2 
	Planning Audits
	9.2 
	Planning Audits
	
	
	

	9.2.1
	Determining audit objectives, scope and criteria
	9.2.1
	Determining audit objectives, scope and criteria
	
	
	

	
	
	9.2.1.1
	General
	Minor
	
	

	
	
	9.2.1.2
	Determining PIMS audit scope
	Minor
	
	

	
	
	9.2.1.3
	Audit objectives
	New
	
	

	9.2.2
	Audit team selection and assignments
	9.2.2
	Audit team selection and assignments
	Minor
	
	

	9.2.3
	Audit plan
	9.2.3
	Audit plan
	
	
	

	
	
	9.2.3.1
	General
	Minor
	
	

	9.2.3
	General
	9.2.3.2
	General considerations
	Minor
	
	

	9.3
	Initial certification
	9.3 
	Initial certification
	
	
	

	
	
	9.3.1
	General
	Minor
	
	

	
	
	9.3.2
	Initial certification audit
	
	
	

	
	
	9.3.2.1
	Stage 1
	Minor
	
	

	
	
	9.3.2.2
	Stage 2
	Minor
	
	

	9.4
	Conducting audits
	9.4
	Conducting audits
	
	
	

	9.4.1
	General
	9.4.1
	General
	Minor
	
	

	9.4.2
	Specific elements of the ISMS audit
	9.4.2
	Specific elements of the PIMS audit
	Minor
	
	

	9.4.3
	Audit report
	9.4.3
	Audit report
	
	
	

	
	
	9.4.3.1
	
	Major
	
	

	
	
	9.4.3.2
	
	Minor
	
	

	9.5
	Certification decision
	9.5
	Certification decision
	Minor
	
	

	9.6
	Maintaining certification
	9.6
	Maintaining certification
	
	
	

	9.6.1
	General
	9.6.1
	General
	Minor
	
	

	9.6.2
	Surveillance activities
	9.6.2
	Surveillance activities
	
	
	

	
	
	9.6.2.1
	Surveillance 
	Minor
	
	

	
	
	9.6.2.2
	
	Minor
	
	

	
	
	9.6.2.3
	
	Minor
	
	

	
	
	9.6.2.4
	
	Minor
	
	

	9.6.3
	Re-certification
	
	
	
	
	

	9.6.4
	Special audits
	
	
	
	
	

	9.6.5
	Suspending, withdrawing or reducing the scope of certification
	
	
	
	
	

	9.7
	Appeals
	9.7
	Appeals
	Minor
	
	

	9.8
	Complaints
	9.8
	Complaints
	Minor
	
	

	9.9
	Client records
	9.9
	Client records
	Minor
	
	

	10.
	Management system requirements for certification bodies
	10.
	Management system requirements for certification bodies
	
	
	

	10.1
	Options
	10.1
	Options
	Minor
	
	

	10.2
	Option A: General management system requirements
	10.2
	Option A: General management system requirements
	Minor
	
	

	10.3
	Option B: Management system requirements in accordance with ISO 9001
	10.3
	Option B: Management system requirements in accordance with ISO 9001
	Minor
	
	

	
	
	Annex A (normative)
	
	New/Structural
	
	

	
	
	Annex B (information)
	
	New/Structural
	
	

	
	
	Annex C (normative)
	
	New/Structural
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	






TRANSITION PLAN

*please detail in the table below the actions taken, or to be taken (with timescales) to complete the transition to this new standard/scheme within your organisation 	

	ACTION
	TIMESCALE
	OWNER

	Example: develop training plan, update documentation, complete internal audit, notify customers, complete assessments 
	
	

	
	
	

	
	
	

	
	
	

	
	
	





DOCUMENTATION 

*please index in the table below the documentation supplied in support of your transition with this Gap Analysis and Transition Plan.

	DOCUMENT REFERENCE
	DOCUMENT NAME
	VERSION NUMBER 
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